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BellSouth Corporation, BellSouth Telecommunications, Inc., BellSouth Cellular Corp.,

BellSouth Personal Communications, Inc., and BellSouth Wireless Data, L.P., on behalf of

themselves and their affiliated companies, by counsel ("BellSouth"), reply to the comments

filed by the Federal Bureau of Investigation and U. S. Department of Justice (FBVDOJ) and

Bell Emergis - Intelligent Signaling Technologies (Bell Emergis) filed in this docket on May 8,

1998.

I. CALEA AUTHORIZES BLANKET EXTENSIONS

Section 107 of the Communications Assistance for Law Enforcement Act (CALEA)

clearly authorizes the Commission to grant one or more extensions of the Section 103

compliance date to any carrier. 1 In this instance, where the circumstance that justifies an

extension, the unavailability of CALEA-compliant equipment and software, applies equally to

all carriers, and many carriers have already petitioned for an extension, the Commission can,

and should, grant a blanket extension. FBIIDOJ, relying on an unreasonable reading of the

statute, claim that the Commission lacks the authority to take such action. Indeed, the FBI/DOJ

argues that the use of the indefinite article a followed by multiple determinative the in

'47 U.S.C. § 1006(c).
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connection with the singular form ofthe noun carrier in Section 107(C)2 demonstrates that

Congress did not intend for the Commission to grant industry wide extensions of the Section

103 complian.ce date.3 The FBI warns that the reasonable grammatical construction proposed

by virtually every other party submitting comments in this docket would, ofcourse, lead to

disaster "from the perspective of law enforcement's ability to protect the public from criminal

activity, particularly in the areas oforganized crime, drug trafficking, violent crime, and

domestic terrorism.',4 The Commission should reject the FBIIDOJ's strained reading of the

statue, disregard the histrionics, and grant the blanket relief requested by every

telecommunications carrier filing comments and petitions herein.

BellSouth, and every other responsible carrier, are well aware of the serious threat to the

public peace posed by organized crime, illegal drugs, violence and terrorism. BellSouth and

every other responsible carrier will continue to abide by the law and cooperate with law

enforcement officials in assisting with properly authorized electronic surveillances of suspected

criminal activity, regardless of the outcome of this proceeding:

Granting an extension does not mean that carriers will not have the ability to
perform wiretaps during the extension period. All carriers currently provide
technical assistance to law enforcement to conduct lawfully authorized wiretaps,
whether digital or analogue, wireless or wireline. The vast majority of these
wiretaps are carried out without impediment. CALEA solutions will result in
advanced features being available for wiretapping in addition to the basic
surveillance already being conducted. Thus, granting an extension does not
mean that electronic surveillance will come to a standstill.5

247 U.S.C. § 1006(c)(l)("A telecommunications carrier. ..may petition the Commission ...")
(emphasis added). -

3 FBIIDOJ Comments at 12-13.

4 FBIIDOJ Comments at 11.

5 Comments of the Cellular Telecommunications Industry Association (CTIA) at 2. See also
Comments ofAliant Communications, Inc. at 1 ("Until CALEA is implemented, Aliant will
continue to cooperate and provide the capability to execute wiretapping requests in a
reasonably achievable and cost effective manner"); Comments ofPowertel, Inc. at 4.



The FBIIDOJ is disingenuous in positing public harm if the FCC were to explicitly recognize

two facts which FBI/DOJ have already separately conceded to Congress and to the

Commission. First, a complete switch based solution for CALEA compliance will not be

available before the year 2000.6 Second, as a result of the unavailability, there is a

demonstrated need for an extension of the Section 103 compliance date.7

FBI/DOJ's assertion that the petitions on which the Commission has requested

comments identify no provision ofCALEA authorizing the Commission to create industry-

wide alterations of Section 103's effective date8 is succinctly rebutted by Ameritech: nothing in

the language. of Section 107 prohibits the Commission from granting a blanket extension of

time.9 Further anticipating the FBI's crabbed interpretation of Section lO7's grammar,

Ameritech correctly notes:

Although the language is written in the singular, the Commission has the
authority to recognize that the information applies to all carriers equally.lO

The comments of every party (except, ofcourse, FBI/DOJ and Bell Emergis) demonstrate with

singular unanimity that compliance with the assistance capability requirements under Section

103 of CALEA is not reasonably achievable through application of technology available within

the current compliance period. Because the Commission clearly has the authority to grant an

("Members of the wireless industry are committed to continuing to provide law enforcement
pursuant to legal authorization--with the assistance capabilities present in their networks").

6 Comments ofthe United States Telephone Association (USTA) at 3, n.7.

7 Comments of the Telecommunications Industry Association (TIA) at 10, n.27. Comments of
the Organization for the Promotion and Advancement of Small Telecommunications
Companies (OPASTCO) at 5.

8 FBIIDOJ Comments at 11.

9 Comments ofAmeritech at 4, n.4.
10 [d.
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extension for anyone carrier to whom such facts apply, it must by necessity have the authority

to grant an extension to all such carriers to whom such facts apply.

It is clearly reasonable and in the public interest for this agency to manage its work as

efficiently as it can. Airtouch and USTA correctly cite to recent Commission action in other

dockets where blanket waivers were used by the Commission to prevent the expenditure of

considerable agency resources continually revisiting issues already examined in prior and

nearly identical petitions. 11 Section 107(b) supplies the Commission with ample authority to

suspend the compliance deadline for all carriers:

Section 107(b) contemplates an industry-wide extension when a person
challenges an industry standard. Congress was well aware that the modem
telecommunications industry has been built on standards and sought to ensure
that those most affected by CALEA had the primary role in designing the
solution.12

Comments also demonstrate additional express authority within CALEA itself for the

Commission's grant ofa blanket extension. 13

An individual unfamiliar with this docket, upon reading the FBI/DOJ comments in

isolation, might conclude that the telecommunications industry has delayed the standards

setting process and is attempting to get the Commission to add additional provisions to CALEA

IIAirtouch Comments at 8, n.24, 9; CTIA Comments at 14, nn.21 & 22; USTA Comments at 5
6.

12 CTIA Comments at 13-14 (emphasis in original, footnotes omitted). See also Comments of
AT&T Corp at 6-7; Comments of Bell Atlantic Mobile at 5-6; Comments of 360°
Communications Company at 9-10; TIA Comments at 6-7; Comments of the Center for
Democracy and Technology (CDT) at 6, n.1 O.

13 See, e.g., USTA Comments at 4-5; Comments of Omnipoint Communications at 5-6.
Because there is no statutory prohibition against a blanket extension, because the Commission
clearly has authority pursuant to CALEA to grant extensions and to manage its affairs as
efficiently as is in the public interest, it is unnecessary to rely on authority outside of CALEA,
specifically Section 4(i) of the Communications Act, as advocated by TIA (Comments at 4),
AT&T (Comments at n.22) and Omnipoint (Comments at 6).



and otherwise "override Congress's deadline for compliance.,,14 The record in this proceeding

overwhelmingly demonstrates the opposite. The industry's good faith compliance efforts and

the history of its implementation of CALEA, despite delays occasioned by the FBI, are

chronicled in detail by TIA, which makes clear that the industry's efforts have been hampered

at practically every step of the process by the FBI. I5

Section 107 of CALEA clearly confers permissive authority on the Commission to

grant extensions to one or more carriers if the Commission determines that compliance with the

assistance capability requirements is not reasonably achievable through application of

technology available within the compliance period. Exercise of this authority cannot possibly

be held to be an "override" ofa Congressional deadline. 16 Moreover, the FBI/DOJ is poorly

positioned to complain if the Commission exercises its express statutory authority to grant a

blanket extension. Section 104 conferred a mandatory obligation on the Attorney General to

publish a maximum capacity notice on October 25, 1995. 17 This the Attorney General did not

do, thus in this contact, unilaterally "overriding Congress's deadline for compliance" for a

period of almost three years. Indeed, this three year delay by the FBI/DOJ has contributed to

the unavailability of a CALEA-complaint solution. 18

The FBIIDOJ's proposed "mechanism of forbearance agreements" should not be

considered as a rational alternative to a blanket extension, or other streamlined extension

14FBI/DOJ Comments at 20.

IS TIA Comments at pp. 14-18.

16 Additionally, GTE requests that the FCC address Congress and propose a new, more
reasonable deadline. Comments of GTE at 7.

17 47 U.S.C. § 1003 (c).

18 TIA Comments at 12.



alternative. 19 The FBI has been unsuccessful to date in forcing its extra-statutory "punch-list"

upon manufactured and telecommunications carriers through such proposed contracts of

adhesion. These tactics have only unreasonably delayed and undermined the ability of carriers

to achieve CALEA compliance as originally envisioned by Congress. FBIIDOJ may be

successful in coercing some carriers into entering into what are, in effect, individual consent

decrees in order to obtain its punch-list with the bludgeon of threatened enforcement action

before the Commission can decide the pending deficiency petitions. The Commission,

however, should remain focused on the uncontroverted facts in the record of this proceeding:

compliance is not reasonably achievable by October 25, 1998 for any carrier because CALEA

compliant technology is not now available to any carrier. This determination, by express

statutory authority, provides the basis for a reasonable and simple blanket extension of the

October 25, 1998 compliance date.

II. THE COMMISSION SHOULD DISREGARD BELL EMERGIS

The Commission should recognize the basis for Bell Emergis' advocacy: it hopes to

make a lot of money off of telecommunications carriers over whom the sword of non-

compliance and potential enforcement action hang. Bell Emergis' comments are hopelessly

vague in their purported offering of a timely solution. They raise the possibility ofusing a

product (presumably proprietary to Bell Emergis) as a "network-based solution" that would

negate the need for a substantial extension to the compliance date.2o Bell Emergis states that

"the focus of the CALEA technical standard should be broadened to allow network-based

19 See, e.g., AT&T Comments at 6, n.17.

20 Bell Emergis Comments at 3.
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solutions"?1 In fact, J-STD-025 does not differentiate between network-based solutions and

switch-based solutions, being fundamentally an interface standard that defmes the interface

between a network and a law enforcement collection site. If a network-based solution can

provide the infonnation to be passed over the interface, the standard can support it.

Bell Emergis further states that it has demonstrated its device to the FBI in significant

detail,22 and that the network-based solution will "facilitate a stop-gap measure with the added

ability of being able to be extended to full network and feature compliancy.,,23 BellSouth is

unaware ofany statement by the FBI, or any other law enforcement agency, that the Bell

Emergis product was evaluated and detennined to be a means to achieve compliance with

CALEA. The only public record on this subject is Ameritech's statement that, after its

evaluation, it concluded that "Bell Emergis' network-based solution had significant technical

problems that would require substantial modification before it could operate with the existing

network and be compliant with CALEA.,,24 A network-based solution is simply not a viable

option as a "stop-gap" measure to alleviate the need for a compliance date extension. The cost

estimates that BellSouth has been provided for deployment of a network-based solution

(without one or more extensions ofuncertain length that are alluded to by Bell Emergis in order

to extend the capability to full network and feature compliancy) exceed the $500 million

authorized to be appropriated by Congress. If a network solution were deployed as a "stop-

gap," it would be technically difficult and very expensive to migrate to a different architecture

if a different architecture is required in order to be fully CALEA compliant. Rather than

21Id. at 2.

22Id at 3.

23Id at 4.

24 Ameritech Comments at 7-8.
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looking for a "stop-g~.p," it would be prudent to wait until requirements are stable before

committing the limitp.d financial and work force resources available to a specific network

architecture.25 In any event, even Bell Emergis admits that it will have no CALEA-compliant

solution available by the October due date, so an extension is clearly warranted.

III. THE COMISSION SHOULD NOT GRANT A LIMITED EXTENSION TO
PROCEED WITH DEVELOPMENT WHILE THE PUNCH-LIST ITEMS ARE
IN DISPUTE

BellSouth supports AT&T and CTIA's opposition to the FBI/DOJ bifurcated approach

to an extension, Le., that the Commission grant a limited extension for industry to proceed with

developmen~ofJ-STD-025 while the punch list items are evaluated by the Commission.26 At

best, a bifurcated approach will cause vendors to "dedicate engineers and resources twice to the

same project,27 and at worst could generate modifications to requirements that would

necessitate a fundamental design change, thus negating a substantial design effort and, in either

case, substantially increase the cost ofa surveillance feature.

FBI/DOJ argue that "forbearance agreements should make unnecessary any wave of

extension petitions to the Commission, by enabling any manufacturer (and the carrier it serves)

that expects to be unable to meet Section 103's October 25, 1998 deadline to negotiate a

reasonable time for compliance with the Department of Justice and the FBI on an individual

basis. ,,28 These forbearance agreements are problematic in that law enforcement insists that

25 Cf Telepho~eNumber Portability, 11 FCC Rcd 8352, 8405-8413 (1996) (declining to
require "medium-term" or short-term database solution because increased costs are
unwarranted given imminent implementation of long-term solution)

26 AT&T Comments at 8; CTIA Comments at 10.

27 AT&T Comments at 8.

28 FBI/DOJ Comments at 19.
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manufacturers provide an indication that they will support all capabilities, including the punch

list items and the location and packet data issues contested by the CDT. This has the affect of

circumventing the public process intended by Congress, and forcing the implementation of

capabilities without any input from industry. Such an approach violates Sectionl03(b) which

precludes the FBI from requiring, or prohibiting the adoption of, any specific design of

equipment, features or services by the industry.29

FBIIDOJ also argue that an accepted standard is not a requirement, and that suppliers

are required to develop solutions by October, 1998 regardless of the stability ofa standard.

BellSouth supports TIA's position that this "would risk having industry participants develop

non-uniform solutions to CALEA. 30 Developing and deploying non-standard solutions, and

later replacing them with standard ones would pose interoperability problems and would

greatly increase the ultimate cost of the capability.

Finally, OPASTCO discusses the FBI's incorrect and misguided interpretation of

"installed" and "deployed" and asks the Commission to add an additional factor "the extent to

which equipment, facilities, and services were deployed prior to the commercial availability of

CALEA-compliant solutions.,,31 BellSouth supports OPASTCO's position.

CONCLUSION

The record in this proceeding demonstrates that a general extension of the CALEA

Compliance Date, applicable to all carriers, is warranted. The Commission has the authority to

29 47 U.S.C. § lO06(b).

30 TIA Comments at 11.

31 OPASTCO Comments at 9. See a/so CTIA and PCIA v. Janet Reno; u.s. Department of
Justice; Louis 1. Freeh; and FBI 1:98CVOI 036 (D. D.C. filed April 27, 1998).
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